1-29-08; 9:32 ; VAN PELT Yl LLP 



;408 973 2595 



#2/3 



Substitute for form 1449/PTO 

Information Disclosure 
Statement By Applicant 

(Use as many sheets as necessary) 


Complete if Known ! 


Application No.: 


10/677,732 


Filing Date 


October 2, 2003 


First Named Inventor 


Brian Hernacki 


Art Unit 


2132 i 


Examiner Name 


Samson B. Lemma ! 


Sheet 


1 of 2 


Atty Docket No. 


SYMAP032 



U£. Patent Documents 


Examiner 
Initials 


Cite 
No, 


Document Number 
Number-Kind Code"--' 


Publication Date 
MM-DD-YYYY 


Name of Patentee or 
Applicant of Cited Document 


Pages, Columns, Lines, Where 
Relevant Passages or Relevant 
Figures Appear 




A. 


6,202,156 


03-13-2001 


Kevin E. Kalajan 










B. 


6,112,246 


08-29-2000 


Horbal etal. 










C. 


5,901,284 


05-04-1999 


Kathryn Anne Hamdy-Swink 










D. 


6,831,890 


12-14-2004 


Goldsack et al. 








E. 


5,414,833 


05-09-1995 


Hershey et al. 








F. 













FOREIGN PATENT DOCUMENTS 


Examiner 
Initials 


Cite 
No. 


Foreign Patent Document 


Publication Date 
MM-DD-YYYY 


Name of Patentee or 
Applicant of Cited 
Document 


Pages, Columns, Lines, Where 
Relevant Passages or Relevant 
Figures Appear 


Country Code-Number-Kind Code w*" eiw v 




G. 
H. 
I. 



























NON PATENT LITERATURE DOCUMENTS 



Examine 
Initials 


i Cite 

No. 


Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), 
title of the item (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), 
volume-issue number(s), publisher, city and/or country where published 




5 


L 


J. 


Martin Krzywinski, "Port Knocking; Summary of Port Knocking", 

http://www.portknocking.org/. According to archive.org, appears to have been published at 
least as soon as 07/1 8/2003. 








K. 


Martin Krzywinski, "Port Knocking; Features of Port Knocking": 

http://www.portknocking.org/view/about/features. According to archive.org, appears to have 
been published at least as soon as 07/1 8/2003. 








L. 


Martin Krzywinski, "Port Knocking; What is Port Forwarding": 

http://www.portknocking.org/view/about/port_forwarding. According to archive.org, appears 
to have been published at least as soon as 07/18/2003. 








M. 


Martin Krzywinski, "Port Knocking; What is Port Triggering": 

http://www.portknocking.org/view/about/port_triggering. According to archive.org, appears to 
have been published at least as soon as 07/18/2003. 








N. 


Martin Krzywinski, "Port Knocking; Port Knocking Requirements": 

http://www.portknocking.org/view/about/requirements. According to archive.org, appears to 
have been published at least as soon as 07/1 8/2003. 








O. 


Martin Krzywinski, "Port Knocking; Download; Perl": 

http://www.portknocking.org/view/download/perl. According to archive.org, appears to have 
been published at least as soon as 07/26/2003. 








P. 


Martin Krzywinski, "Port Knocking; Port Knocking Lab; Lab Instructions": 
http://www.portknocking.org/view/knocklab. According to archive.org, appears to have been 
published at least as soon as 07/18/2003. 








Q 


Martin Krzywinski, "Port Knocking; Documentation; knockclient": 

http://www.portknocking.org/view/documentation. According to archive.org, appears to have 
been published at least as soon as 07/26/2003. 








R. 


Martin Krzywinski, "Port Knocking; Documentation; knockdaemon": 
http://www.portknocking.org/view/documentation/knockdaemon. According to archive.org, 
appears to have been published at least as soon as 07/1 8/2003. 






S. 


Martin Krzy winsk i, "Port Knocking; Documen tation ; readme": 

http://www.portknocking.org/view/documentation/readme. According to archive.org, appears 
to have been published at least as soon as 07/1 8/2003. 





r 



PAGE 2/3 * RCVD AT 1/29/2008 12:39:20 PM [Eastern Standard Time) * SVR:USPTO-EFX RIM/9 ■ DNIS:2733806 « CSID:408 973 2595 * DURATION (mm-ss):01-40 



-29-08; 9:32 ; VAN PELT Yl LLP ;408 973 2595 



Subsd lute for form 1 4 49/PTO 

Information Disclosure 
Statement By Applicant 

( Use as many sheets as necessary) 


Complete if Known 


Application No.: 


10/677,732 


FiJing Date 


October 2, 2003 


First Named Inventor 


Brian Hernacki 


Art Unit 


2132 


Examiner Name 


Samson B. Lemma 


Sheet 2 of 2 


Atty Docket No. 


SYMAP032 





T. 


Martin Krzywinski, "Port Knocking; FAQ; general": http://www.portknocking.org/view/faq. 
According to archive.org, appears to have been published at least as soon as 07/1 8/2003. 








U. 


Martin Krzywinski, 'Tort Knocking; FAQ; applications": 

http://www.portknocking.org/view/faq/applications. According to archive.org, appears to have 
been published at least as soon as 07/1 8/2003. 








V. 


Martin Krzywinski, "Port Knocking; FAQ; mechanism": 

http^/w ww. portknocking.org/view/faq/mechan ism. According to archive.org, appears to have 
been published at least as soon as 07/1 8/2003. 








w. 


Martin Krzywinski, "Port Knocking; FAQ; implementations"; 

http://www.portknocking.org/view/faq/implementations. According to archive.org, appears to 
have been published at least as soon as 07/1 8/2003. 








X. 


Martin Krzywinski, "Port Knocking; Details; Overview of Port Knocking": 
http://www.portknocking.org/view/details. According to archive.org, appears to have been 
published at least as soon as 07/1 9/2003. 








Y. 


Martin Krzywinski, "Port Knocking; Details; Applications of Port Knocking": 
http://www.portknocking.org/view/details/application. According to archive.org, appears to 
have been published at least as soon as 07/1 8/2003. 








Z. 


Martin Krzywinski, "Port Knocking; Details; Spoofing Eavesdroppers": 
http^/www.portknocking.org/view/details/spoofing. According to archive.org, appears to have 
been published at least as soon as 07/18/2003. 








A A 


Martin Krzywinski, "Port Knocking; Details; Data Transfer Across Closed Ports"; 
http://www.portknocking.org/view/details/transfer. According to archive.org, appears to have 
been published at least as soon as 07/1 8/2003. 








BB. 


Martin Krzywinski, "Port Knocking; Details; Download Perl Prototype": 
http://www.portknocking.org/view/details/download. According to archive.org, appears to 
have been published at least as soon as 04/05/2004. 








CC. 


Martin Krzywinski, "Port Knocking; About; Obscurity": 

http://www.portknocking.org/view/about/obscurity. According to archive.org, appears to have 
been published at least as soon as 07/1 8/2003. 








DD. 


Martin Krzywinski, "Port Knocking; KNOCKLAB; knock Jab": 

http://www.portknocking.org/view/knocklab/knoclelab. According to archive.org, appears to 
have been published at least as soon as 07/1 8/2003. 








EE. 


Martin Krzywinski, "Port Knocking; FAQ; Security": 

http://www.portknocking.org/view/faq/security. According to archive.org, appears to have 
been published at least as soon as 07/18/2003. 






FF. 


Martin Krzywinski, "Port Knocking; FAQ; Comments": 

http://www.portknocking.org/view/faq/comments. According to archive.org, appears to have 
been published at least as soon as 07/1 8/2003. 





It 




Examiner 



Date Considered 



Examiner: Initial citatk^^oe-nsidered. Draw line through citation if not in conformance and not considered. 
Include copy of this form with next communication to applicant. 

y2 = Applicant is to place a check mark here if English language Translation is ounchetl 



PACE 3/3 ■ RCVD AT 1/29/2008 12:39:20 PM [Eastern Standard Time] * SVR:USPT0-EFXRF4/9 * DNIS:2733806 - CSID:408 973 2595 * DURATION (mm-ss):01-40 



PTO/SB/08 (08-03) 



Substitute for form 1449/PTO 

Information Disclosure 
Statement By Applicant 

(Use as many sheets as necessary) 


Complete if Known 


Application No.: 


10/677,732 


Filing Date 


October 2, 2003 


First Named Inventor 


Brian Hemacki , 


Art Unit 


2132 J 


Examiner Name 


Samson B. Lemma 


Sheet 1 of 1 


Any Docket No. 


SYMAP032 



U.S. Patent Documents 


Examiner 
Initials 


Cite 
No. 


Document Number 
Number-Kind Code w—* 


Publication Date 
MM-DD-YYYY 


Name of Patentee or 
Applicant of Cited Document 


Pages, Columns, Lines, Where 
Relevant Passages or Relevant 
Figures Appear f 




A. 












B. 












C 












D. 












E. 












F. 












G. 












H. 












I. 












J. 












K, 












L. 












M. 












N. 












O. 












P. 











FOREIGN PATENT DOCUMENTS 


Examiner 
Initials 


Cite 
No. 


Foreign Patent Document 


Publication Date 
MM-DD-YYYY 


Name of Patentee or 
Applicant of Cited 
Document 


Pages, Columns, Lines, Where 
Relevant Passages or Relevant 
Figures Appear 


Country Code-Number-Kind Code w Mn > 




Q 

R. 
S. 



























NON PATENT LITERATURE DOCUMENTS 



Examinei 
Initials 


Cite 
No. 


Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), 
title of the item (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), 
volume-issue number(s), publisher, city and/or country where published 


T 2 


/Si./ 


T. 


PAUL BARHAM ET AL. "Techniques for Lightweight Concealment and Authentication in IP 
Networks" Intel Corporation, July 2002 






/Si./ 


U. 


MARTIN KRZYWINSKI "Port Knocking" Linux Journal, June 16, 2003: 
http://linuxjoumal.com/article681 1 






/Si./ 


V. 


CHRISTIAN BORSS, "DROP/DENY vs. REJECT" October 7, 2001 : http://www.lk.etc.tu- 
bs.de/lists/archiv/lug-bs/2001/msg05734.html 








w. 








X. 








Y. 








z. 







Examiner /Samson Lemma/ I Date Considered 01/1 7/2QQ8 

Examiner: Initial citation considered. Draw line through citation if not in conformance and not considered. 
Include copy of this form with next communication to applicant. 



rp2 a Applicant is to place a check mark here if English language Translation is attached 



